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Description 

Constant Current Supply Regulator for Smartcard Ics 

Summary 

A circuit for contactless smart cards based on tlie following two subcircuits. 

1) A supply source with the following two characteristics: 
- at the receiving side the load is independent on the load 
at the delivering side; 

^ - at the delivering side» the soiuce behaves over a wide range 

as a current source. 

Such a supply source can be constructed using a shunt-type power 
regulator. 

2) An information processing circuit that operates over a wide range of 

the supply voltage by adapting its speed. 

Such processing circuits can be constructed using self-timed 
(asynchronous) circuits. 



The combination of the two subcircuits (1) and (2) offers the following 
advantages: 

- No interference of processing circuit with the coxnmuxucation; 

- Protection against ^Differential Power Analysis* (DP A) techniques 
(even the EM radiation does not contain any information, since 

the current in the total circuit only depends on the power received); 

- Maximum performance for the power received; 
. Smaller supply capacitor for filtering required. 
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Detailed Description 

Smart Card ICs usually contain an embedded supply voltAg% regulator. The function 
of this block can be adapting of internal to external voltage levels and/or stabilisation 
of the intsetnal supply voltage. 

The circuitry in the Smart Card like a micro-processor and an encryptor/decryptor 
unit doesn't, draw a constant supply current. The currently used supply concept 
doesn't have a good suppression to these fluctuations. In case of contactless Smart 
Cards a large internal capacitor is needed in order to prevent interference with the 
15 Modulation for backward communication. Even worse is the fact that the supply 

current is data dependeait. It seems that this data dependency can be measured 
externally, which would give an opportunity to break Smart Card protection codes. 
This arvalysis technique is called DP A. 

20 The present idea is to prevent these problems by making the external supply current 

independent of the internal fluctuations. A constant current is delivered to the Smart 
Card IC, which is either used for operation of the circuit or dumped via a shunt 
currentf adi so that^intcmal supply ae«ak»iargins. Peak 
load of the circuitry are average^ in time by a buffer capacitor at the internal supply, 

25 ' Figs, la and lb show this concept. Essential is that current source function is not part 

constant current independent of load activity, Tne shunt block hasm- himting function 
which prevents that the current source is pinched off if the load circuitry doesn't 
consume all the delivered power. It's also used to limit the internal supply voltage to 
30 a certain absolute maximum value (which is the usual regulator function). The 

* constant* current value of the regulator tnAy depend on the external input voltage 
and can therefore be adapted to the voltage-power relation of the load circuitry. Figs, 
2 aBd 3 show possible implementations of this idea. 

35 Additional measures can be taken, especially avoiding a generation of oode- 

dependcnt supply currents or makic^ supply currents less predictable. 



Advantage / Improvements: 

40 ' 

This supply coiu:ept is especially interesting in combination with as>Tichronous logic, 
becaxise supply voltage, power and speed are automatically tracking with each other 
m this case so large variations of the internal supply are possible and a minimum 
amount of bufFcr capacitance is needed. 

45 

Application / Use: 



Security of Smart Cards against "Differential Power Analysis". 



;V, VON^EPA-MLiENCHEN 03 : 7- 1-99 : JJ^^;m...^,.^.^^.M(^ 4:0 50782799-^ +49 89 239944.i5?.^.:--'^ 



Philips Patentverwaltu^j^mbH 

Koninklijke Philips Electronics N. V. 3 PHD 99-001 EP-P 



Brief Description of the Drawings 

5 

Fig. la shows a basic circuit diagram of a first embodiment of the invention, 
Fig. lb shows a basic circuit diagram of a second embodiment of the invention^ 
1 0 Fig. 2 shows a first implementation of the invention, 

Fig. 3 shows a second implementation of the invention^ 

Fig. 4 shows a basic circuit diagram of a Smart Card Power Supply Architecture for 
15 contacted and non-contact (contactless) Smart Cards, 

Fig. 5 shows a basic circuit diagram of the so-called •Differential Power Analysis', 

Fig. 6 shows a basic circuit diagram of an improved architecture of contacted and 
20 non^outact (contactless) Smart Cards, making use of the present invention. 
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Claims 



1) A supply sowce, characterised in that 

- - at the receiving side the load is independent on the load at the delivering side; 
- at the delivering side, the source behaves over a wide range as a current source. 

10 2) A supply source as claimed in claim 1 , characterised in being constructed using a shunt- 
type power regulator. 

3) A suptoly source as claimed in claim 1, characterised in an information processing circuit 
that operates over a wide range of the supply voltage by adapting its speed. 
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4) A supply source as claimed in claim 3. characterised in diat the information processing 
circuit is constructed using self-timed (asynchronous) circuits. 
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Proposed Regulator Structure 

regulator 




(load 
dec alt ry) 



• Irnax *onl/ depends on V^. but can be adaptable 

• Umfter: 

- a) drains unused power, 

- b) regulates Vout 

- c) safeguard operation of current source 

• Cbuf performs time averaging on power peaks 
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unregulated 
constant 
current 
source 



Circuit 



□vervoltage 
protection 
to prevent 
opjaratlon of 
pcircuit at 

sug,pi44. voltage 
above 

specified range 
(e.g. 3.5V> 
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Fig. lb 
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Abstract 

5 

A circuit for contactless smart cards based on the following two subcircuits. 

1) A supply source with the following two characteristics: 
10- - at the receiving side the load is independent on the load at the delivering side; 

- at the delivering side, the source behaves over a wide range as a current source. 

Such a supply source can be constructed usmg a shunt-type power regulator. 

15 2) An information processing circuit that operates over a wide range of the supply 

voltage by adapting its speed. 

Such processing circuits can be constructed using self-timed (asynchronous) circuits. 

The combination of the tw'o subcircuits (a) and (2) offers the following advantages: 

25 - No interference of processing circuit with the communication; 

, Protection against .Differential Power Analysis' (DPA) techniques (even the EM 
radSion^(f s*^f^i^«fMSSi®ti^^^i^^ 
only depends on the power received); 

- Maximum performance for the power received; 
30 - Smaller supply capacitor for filtering required. 

Applicatioii / Use: 
35 Smart Cards 
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